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Network-Centric Maritime Radiation Awareness and 
Interdiction Experiments and Testbed
Evaluate the use of networks, advanced sensors, and 
collaborative technology for rapid Maritime Interdiction 
Operations (MIO), Port Security, and Riverine Operations; 
e.g. for MIO, the ability for a Boarding Party to rapidly set-
up ship-to-ship communications that permit them to search 
for radiation and explosive sources and collect biometrics 
while maintaining network connectivity with C2 
organizations, and collaborating with remotely located 
sensor experts, coalition partners, and first responders.
Example Technologies
• Innovative Wireless Networks and Sensors
• SATCOM on-the-Move and Orbital Ad-Hoc Networking
• Laser Communications
• Drive-by Radiation Detection
• Projectile-Based Wireless Links
• Networked USVs and UGVs
• Collaboration and Decision Making
• Situational Awareness
• IPv6
• Environmental Effects on Target Detection, Comms, and Plume Dispersion
• Forward Deployed Biometrics with Reach-Back 
Background
•Beginning in 2002, a team of Naval Postgraduate School researchers together 
with sponsors from USSOCOM, and later  joined by the OSD and DHS S&T 
Programs, started a new campaign of discovery and constraints analysis 
experiments (Alberts and Hayes, 2007), which is now collectively known as Tactical 
Network Topology (TNT) Experiments.
•The first one involves quarterly field experiments with USSOCOM,  in which  NPS 
researchers and students as well as participants from other universities, 
government organizations, and industry investigate various topics related to 
tactical networking with sensors and unmanned aerial systems (UAS) as well  
collaboration between geographically distributed units  with focus on high value 
target (HVT) tracking and surveillance missions. 
•The second direction involves Maritime Interdiction Operation (MIO) experiments 
with Lawrence Livermore National Laboratory, USCG, First Responders (San 
Francisco Bay, New York/New Jersey) supported by HLD and HLS S&T Programs and 
DoE agencies. These experiments are conducted twice a year and are also 
supported by the overseas partners from Sweden, Germany, Denmark, and 
Singapore. 
FY08:  27 Thesis Students
31 Faculty
Includes 21 PhD, 4 PhD Students
Course Projects: IS, OR, DA, MET
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USSOCOM – NPS Field Experimentation Cooperative: 
TNT Testbed Community of Tactizens
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University of Florida MIIS
WVUF NDU
Nat. Univ. Singapore/DSTA MIT
Swedish Naval Warfare Ctr
Univ. of Bundeswehr            Salzburg Research
State and Local Government
Alameda County Sheriff’s Office
Oakland Police Dept.
San Francisco Police Dept.
NY-NJ Port Authority Emer. Off.
Calif. Office of Emerg. Services
U.S. Park Police
National Guard
West Virginia – Camp Dawson
Indiana – Camp Atterbury
California (08)
Participating DoD and U.S. 
Gov’t.
Foreign Country Participation in MIO
Austria Germany Singapore Sweden
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TNT Testbed: Plug-and-Play  Interface System 
for Field Experimentation 
• TNT testbed represents a unique research service of social 
and information networking.  
• Testbed provides for the adaptation and integration 
processes  between  people, networks, sensors, and 
unmanned systems.  
• For a few days of intense experimentation the TNT testbed 
military, academic, and vendor users become a community 
of tactizens engaged in rapid system design processes, 
which produce new forms of synergy in the TNT 
cyberspace of man and tactical machinery.    
• The new term of tactizens is our reflection on  Second Life
metaphor of netizens (Sectliffe, 2009).   
TNT Testbed: Layered interfaces  for 
integrating models, tools, and experimentation 
procedures
• The TNT tactizens can integrate their sensors and mesh networking 
elements in the unclassified but closed  IP space of the TNT testbed by 
getting fixed IPv4 and lately IPv6 addresses. 
• Users can connect their remote local area network, including command 
and operation centers, via the virtual private network (VPN) client on 
top satellite or commercial IP cloud services,
• Sensors and unmanned vehicles can be integrated with the TNT 
Situational Awareness Environment via the applications layer 
interoperability interface. The current option includes Cursor-on-
Target (CoT) integration channel, initially developed at MITRE 
(Miller, 2004), comprised of the CoT message router and CoT XML 
adapters for each node needed to be integrated
TNT Testbed: Layered interfaces  for 
integrating models, tools, and experimentation 
procedures
• In the very near future we will consider adding the Common Alert 
Protocol (CAP), which is becoming widely used by the DHS 
community, 
• Human layer interface: Operators (both remote and local) can access 
the testbed collaborative environment via the collaborative portal or 
peer-to-peer collaborative clients, situational awareness agents, video 
conferencing room , and video client.  
• At the physical level the testbed reaches to even lower levels (like 
multiple mesh network enabled unmanned systems), which permit 
researchers to experiment with such things as airborne sensors and 
cooperative control without having to be concerned about network 
connectivity. 
TNT MIO:
NETWORKING AND INTERAGENCY 
COLLABORATION ON MARITIME-SOURCED 
NUCLEAR RADIATION THREAT AND SMALL 
CRAFT INTERDICTION
In cooperation with LLNL:  Dr. Arden Dougan and Dr. Bill Dunlop in lead
Network  Controlled Nuclear Radiation Detection
Experimentation GoalsGlobally Distributed Tagging, Tracking,   and 
Search
NPS-LLNL Network-Controlled Sensors: Searching Cargo Ships 
and Multiple Small Craft Possessing Nuclear Radiation Threat
Small craft drive-by detection at high speed
ARAM – Adaptable Radiation Area Monitor used for Drive-by 
detection
Choke point (portal) detection operational model
Stand-off  mesh network-controlled detection
Multiple small craft search and interdiction
Network-controlled unmanned surface vessels
Tactical broadband wireless, cellular, satellite, and UWB 
network
Evaluate the use of networks, advanced 
sensors, and collaborative technology for 
rapid Maritime Interdiction Operations 
(MIO), Port Security, and Riverine 
Operations; 
Evaluate ability for a Boarding Party to 
rapidly set-up ship-to-ship communications 
that permit them to search for radiation 
and explosive sources and collect 
biometrics while maintaining network 
connectivity with C2 organizations
Learn how to collaborate  with remotely 
located sensor experts, coalition partners, 
and first responders.























Bay / Port Fort Eustis, VA - Riverine
Functional Focus of the MIO Testbed Geographically 
Distributed Teams
• San Francisco: All new sensor, unmanned systems,  and networking 
technology; data sharing and collaboration with USCG and  marine  
police units, multiple small  boat interdiction, DoE reachback
• Ft. Eustis: Riverine operations, data sharing and collaboration with 
NSW, USSOCOM, Army Divers
• PANYNJ: Data sharing and collaboration with NY-NJ area Police 
and FD first responers, interoperability with DHS JSAS
• Swedish NWC: Wearable sensor and USV swarm, interoperability 
with BFT
• Danish  Naval Systematic Center: Diver detection in the Port 
security area, interoperability with NATO Maritime Boarding Systems
• University of Bundeswehr: Check points in the smuggling routes, 
tagging and monitoring
• NATO MIO TC in Crete: Expert Center for Small Boat interdictions 
in Mediterranean and Black Sea
Major Approach
Sensor  Search and Interdiction NetworkUnconventional Solutions
NPS Self-forming agile adaptive ship-to-ship/ship-to-shore 
networks
Self-Organizing Mesh Wireless Networks
Network and  SA controlled UAVs, USVs, UGVs: Unmanned 
vehicle  is controlled by submitting the way points via tactical  
N-LOS mesh network. 
Network-on-Target: Peer-to-peer  links configured from the 
top of Common Operational Picture interface, self-aligning 
directional antennas 
Ultra Wideband (UWB)  Mesh networking: 
Integrating the UWB link into the peer-to-peer 
wireless mesh network. 
Projectile-based Networking
Hyper-Nodes with 8th Layer:  Tactical Self-
Forming nodes as miniature network 
operations centers
Networking-by-touch: Transmitting data via 
highly adaptive human network by using 
physical or electronic touch. 
Monitoring suspect vehicle smuggling 
material from Slovenia: tagged by SOF unit
Operator interface: video clients and SA View in 
the Riverine Operations
Extending Self-forming Tactical Network to  
Swimmers:  Small Craft Tagging and Tracking  
Monitoring the Tagged Small Craft with 
Network-Controlled Sensor at 25nm/h
Riverine Area ( Ft. Eustis-Hampton Roads): 
Surface IED detection, small craft monitoring and 
stand-off detection at high speed with USV
US and Hellenic Swimmers Collaborative Networking 
On-the-Move:   Identification, Tagging, and Tracking
Networking Edge: Unmanned Systems-
Sensor-Decision Maker Cooperative 
Networks
• Self-Organizing Mesh Wireless Networks
TNT Reports from 2005-2008
• Network and  SA controlled UAVs, USVs, UGVs: Unmanned vehicle  is controlled by 
submitting the way points via tactical  N-LOS mesh network. An ongoing study with 
Bourakov, Clement, Jones,  Dobrokhodov, Kaminer (Clement, et.al., 2009) and (Jones, et. Al., 
2009)
• Network-on-Target: Peer-to-peer  links configured from the top of Common Operational 
Picture interface, self-aligning directional antennas (Bordetsky & Bourakov,2006)
• Hyper-Nodes with 8th Layer:  Tactical Self-Forming nodes as miniature network operations 
centers (Bordetsky & Hayes-Roth, 2007)
• DMs as sensors to unmanned systems: Operators decision space MIB available to the 
unmanned system agents. First results accomplished in the  thesis project of LCDR James 
Gateau, (Gateau &Bordetsky, 2008)
• Networking-by-touch: Transmitting data via highly adaptive human network by using 
physical or electronic touch. First results accomplished in thesis of  Rideout & Strickland 
(NPS), continuing research with Bourakov (NPS) Elman (MIT), and Lindeman (WPI):
(Rideout and Strickland, 2007), (TNT 08-2 QLR), (TNT 08-4 QLR)
Networking Edge:  
Unmanned systems-Sensor-Decision Maker Cooperative 
Networks:
• GPS denial navigation : An ongoing study since 2007 with Bourakov and MIT 
team (TNT 07-4 QLR, 2007), (TNT 08-2,QLR  2008)
• Ultra Wideband (UWB)  Mesh networking: Integrating the UWB link into the 
peer-to-peer wireless mesh network. An ongoing study with Dougan, Dunlop, 
Nekoogar, and Romero (LLNL),    Bourakov (NPS), Win and Weymereesh (MIT) 
(TNT 08-4  QLR 2008)
• Projectile-based Networking
TNT MIO 07-4 After Action Report, 2007
• Small Distributed Unit Private Tactical Satellite Network: Study started in 
2007, first results accomplished in thesis project of MAJ Conrad and LCDR Tzanos 
(Conrad and Tzanos, 2008)
• Small Distributed Unit Private Tactical Cellular Network: Study with Bourakov 
started in 2008 (TNT 08-4 QLR, 2008)
Network  Controlled Nuclear Radiation Detection
Cargo Ship Search & Interagency CollaborationSynergy and Patterns of Collaboration  
Collaborative  Technology for  MIO  Interagency Data 
Sharing and Expert Response
Collaborative networks for rapid interagency data sharing and  
expert response:
Synergy of social and information networking :
Flattening the emergency response hierarchies in the virtual 
space 
MIO SA and Collaborative platforms interoperability
Cargo Vessel Search by Multiple Boarding Parties 
in SF Bay Area and Seven Small Craft Drive-by 
Search
Interagency Collaboration in Cargo Vessel 
Search: Sharing Reporting of Hazmat, CBP, RHS 
(Regional and Local), Civil Support, and Lab





MIO 08-4 Experiment: Adopted 
Collaborative Technology Features
MIO  Collaboration  Frontier
•Collaborative networks for rapid interagency data sharing and  expert response:
Collaboration for  MIOs (with Dougan & Dunlop (LLNL), Hutchins, 
Looney, Bourakov, Clement , Vega , Hudgens, Bergin- NPS;, Friman 
(FOI-Sweden), Pickl (UoB-Germany)),
•Synergy of social and information networking :
-Flattening the emergency response hierarchies in 
the virtual space ( with  Friman, Bekatoros, Vega, Koons, Bergin)
-Networking-by-touch (with Rideout & 
Strickland (NPS), Bourakov (NPS) Elman (MIT), 
Lindeman (WPI)
• MIO SA and Collaborative platforms interoperability
- NPS SA- PANYNJ JSAS (with Bourakov & Clement (NPS), Cooper 
& Poulsen (JSAS), Reimers (BAE)
-SNWC BFT-NPS SA-JSAS (with Friman, Hansson & Lindh  
(Sweden) )
-Danish MBS-NPS SA-JSAS (with Hoy-Petersen, Verner, and 
Riderring, Systematik, Denmark)




Collaborative Network  Controlled  Large  Vessel Search for Nuc/Rad Source
Portal  Detection & SA Sharing Between 
International Patrol Crews 
Czech,  Romanian,  Bulgarian, and Turkish
Boarding Officers Deciding on Data Sharing 
Collaborative  Technology for  International  MIO Crews 
Data Sharing and Mutual Expert Support
Questions?
